estimate made a series of erroneous assessments regarding Iraq's WMD program, which were later used to justify the US decision to go to war in Iraq. 8 These events casted doubt on the intelligence collection and analysis capabilities of the US government, especially in the domain of human intelligence (HUMINT), and increased the pressure on senior decision-makers to adapt intelligence processes to an increasingly complex security environment. Big data capabilities, it was hoped, would compensate the limitations, and sometimes the absence, of HUMINT.
Consequently, US intelligence agencies began to embrace more systematic and sophisticated data collection and analysis techniques.
Given the widespread use of the term big data, one would expect to find a sophisticated account of what it means, what it does, and how it works in the national security context.
However, the field of security studies has, thus far, paid little attention to this concept. 9 Scholars have tended to focus on issues of privacy and liberties, following the revelations made by former NSA contractor Edward Snowden about bulk data collection programs deployed by the US and its five eyes partners. 10 Many existing accounts provide brief overviews of contemporary technological capacities to collect and compute vast amounts of data, but few delve into what is meant by big data in a variety of security contexts. 11 The absence of a comprehensive study on big data and national security decision-making is problematic because it limits researchers' ability to consider the implications of the big data 'revolution' in the field of security. In a recent article on the role of the Internet in violent extremism and terrorism, Maura Conway openly recognizes that she hesitates to use the term big data, possibly due to its conceptual ambiguity.
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This example is symptomatic of the broader need for conceptual clarity on big data in the fields of security and international affairs.
This article explores and clarifies what big data means and what roles big data tools play
in national security decision-making. Two main objectives motivate this article. First, we want to integrate multi-disciplinary research on big data more comprehensively into the social scientific study of security to develop a common understanding of its role and limits. Without such conceptual clarity, research in the field is likely to follow inconsistent and disjointed paths.
Second, developing a common understanding of the role and limits of data analytics will facilitate its effective use by security practitioners and decision-makers. The latter will, understandably, be reluctant to accept the results of automated analysis of big data if they do not understand the process behind the key findings they are briefed, and cannot convincingly explain their resulting decisions to the public. Conversely, decision-makers may put undue confidence in big data tools, mistakenly construing technological solutions as a silver bullet that can help them overcome the complex dilemmas they face. 13 To take stock of the diverse perspectives on the subject, we rely on De Mauro and her colleagues' effort to define big data thanks to a survey of 1,581 conference papers and journal articles on the topic. The resulting definition considers big data as: 'the information assets characterized by such a high volume, velocity and variety to require specific technology and analytical methods for its transformation into value'. 14 We describe and explain how the components in this definition -the characteristics of data (high volume, velocity, variety, and also veracity), technology and analytical methods -can be understood in the context of national security. The final section explores the value of big data in the national security context, through the prism of core intelligence functions. We explore how big data affect intelligence requirements, collection, processing and exploitation, analysis, dissemination, and counterintelligence and security. We conclude that, while the growth of big data analytics is changing the character of national security processes, the human nature of these processes remains unchanged. Given the growing volume and velocity of data inflow in the national security process, some degree of machine learning and artificial intelligence decision-making is inevitable to help prioritize analysis. However, automated analysis of data is not and will not fundamentally alter the need for human judgment at multiple levels in national security decision- 1,200,000,000,000 trillion gigabytes. By the year 2020 it is expected that worldwide data production will reach 35 zettabytes. 15 The desire and ability to process such large volumes of data is a significant component of the definition of big data, but volume alone is not sufficient to define big data.
Early definitions of big data describe how large amounts of data put heavy demands on computing power and resources thus causing a 'big data problem'. 16 As the world keeps producing more and more data, this problem has far from disappeared. on its own, but in relation to the ability to store and process data. Big data are not only understood as numbers or volume, but are defined in relation to the capacity to use these data.
Following this approach a common definition of big data describes 'datasets whose size is beyond the analytical capacities of most database software tools'. 18 One national security professional explains that 'big data' starts when Excel is not enough anymore.
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This capacity to use data is not only compounded by increasingly large volumes of data, but also by data velocity. The speed at which new data are generated and change is increasing, which poses further storing and processing challenges. Twitter users, for instance, generate on average 6,000 tweets per second. 20 To cope with the velocity of data, researchers and intelligence practitioners have sought to combine multiple data streams. In one such project, the National Security Agency combined data from 'phone conversations, military events, road-traffic patterns, public opinion-even the price of potatoes'. 21 In this case, automated data analysis partially replaces humans, who could not process all these data in a timely fashion. According to a former official with knowledge of the program, analysts found that introducing more data into the program also led to more accurate predictions of where insurgent attacks would occur.
The 'big data problem' is further complicated by the growing variety of data. In computer sciences, data are generally considered as alphanumeric characters and symbols that are stored, processed and transmitted. In the last decades, the variety of data available to researchers exploded and technology provided the means to tap into new data sources. Researchers usually classify data in three categories: structured, semi-structured, and unstructured. Structured data, writes one observer, have been reformatted and "organized into a data structure so that elements can be addressed, organized and accessed in various combinations to make better use of the information'. 23 In other words, structured data have been processed so that they are easily stored for retrieval and analysis. Examples of structured data include texts and numeric information that are stored in traditional relational databases, meaning the data can fit in rows and columns. Quantitative social scientists often use structured data in the form of Excel spreadsheets. Structured data are the least common type of data but the most commonly analysed.
Semi-structured is the next most common data type and is harder to store and analyse than structured data. This type of data is structured because a certain number of attributes Veracity is another characteristic that is relevant to consider as we discuss the use of big data in national security. This characteristic refers to 'the biases, noise and abnormality in data'.
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In the national security context, more than in any other fields, data and information should be approached sceptically because adversaries often actively alter data to deceive and mislead. the background noise. 32 The risk, if the veracity of big datasets cannot be established, is that they will mislead analysts, and possibly decision-makers.
The Technology and Analytical Methods of Big Data
Big data are not only about data, but also about the means, both technological and methodological, by which data are stored, processed and analysed. A complete review of the technology driving big data is beyond the scope and purpose of this article. Instead we focus on select capabilities to illustrate the technology and methods of big data.
Processing vast amounts of data requires robust hardware and software capabilities.
Hadoop, to focus on one example, is 'an open source framework that enables the distributed processing of big quantities of data by using a group of dispersed machines and specific computer programming models'. 33 This framework relies on parallel processing to help users process and analyse very large datasets by leveraging the computing power of hundreds or even thousands of computers simultaneously. Hadoop is revolutionary because it facilitates the computation of massive amounts of data without relying on expensive super computers. Its ability to distribute processing makes big data capabilities more accessible to institutions and businesses that have limited resources. This capability did not go unnoticed in the intelligence community, and in 2009, the NSA announced that it was using a 'new system by linking its various databases and using Hadoop software' to amplify computing power and analyse data. the British Government Communications Headquarters use similar software to improve their ability to access and process big data. 35 The application of data processing and storage technology would be useless without a way to extract information from data. Data are nothing more than a series of symbols, and only become information when they are processed to generate meaning. 36 Information, in turn, helps
analysts answer who, what, where, when, and how questions to support decision-makers. 37 Data analytics relies on algorithms, defined as sets of rules or actions to be performed to process data.
Big data processing capabilities are generally divided into two main types: data management and analytics. Data management includes the processes and technologies seeking to acquire and record data (intelligence collection), to clean, annotate and represent data so that it is ready for analysis (processing). Analytics techniques help process data to extract information from them (exploitation). 38 Analytics can be applied to multiple data sources including texts, audio and video records, for instance. Here users hope to learn from a very large body of data, phenomena that they could not identify or comprehend using only smaller amounts. 39 To process the data and support data management and analytics, algorithms mine vast troves of data from which they extract information for human consumption, an activity known as data mining. Algorithms are also used to look for patterns that will be used by computers to adjust specific program actions. There are too many big data analytics methods to create a comprehensive list, but figure 1 presents an abbreviated list of the key methods discussed in this article, with brief descriptions.
The choice of method will depend on the type of question that users ask, and the data that are available to answer this question. The methodological choices made by the user are essential to the effectiveness of big data, as they will affect the accuracy of the inferences drawn from big data. From this perspective, the effective use of big data requires human judgment.
<INSERT TABLE 1>
The Value of Big Data in National Security Contexts: The Intelligence Process
This section explores the value of big data and their use across a number of core intelligence activities. When doing so, we use the specific case of national security intelligence to answer broader questions and concerns about the ability to make effective uses of big data tools to advance the discovery and analysis of trends and threats. 42 At the most basic level, massive datasets enable higher confidence levels in inferring trends, patterns and anomalies. This capability can, in turn be harnessed through analytical methods to provide new informational outputs to national security professionals and the decision-makers they serve.
Big data pose notable challenges to the intelligence process. When massive amounts of data are amassed, stored, processed and used simultaneously, the intelligence process is compressed and inherently human activities, like analysis, risk being undermined by an overreliance on automation. 43 The reliance of intelligence agencies on big data tools further challenges traditional understandings of intelligence as a cycle that starts with specific intelligence requirement, then collection to fill knowledge gaps, analysis of the collected information, dissemination of the intelligence product or report, consumption by decision-makers and feedback. To avoid making limiting assumptions about intelligence as a process, we simply explore six core intelligence activities: requirements, collection, collation, analysis, dissemination, and security. 44 Given our focus on data and information, we decided not to discuss covert action, or operations that seek to 'influence the world by unseen means'. 45 The intelligence activities we selected are at the core of the national security decision-making process. When exploring the uses of big data in these activities, we find that big data can expand and improve core intelligence capabilities but not alter the human nature of intelligence.
Requirements
In the traditional model of the intelligence cycle, policymakers express intelligence requirements to intelligence managers who direct intelligence collection accordingly. In practice, as former CIA officer Arthur Hulnick notes, requirements are often 'derived internally within the intelligence system'. 46 Big data analytics' ability to discern general trends and anomalies in very large datasets -through anomaly detection and association algorithms -can help identify potential intelligence targets, thus driving intelligence requirements. The NSA, for instance, engages in bulk data collection, and uses data analytics capabilities to identify phenomena or targets of interest out of multiple large datasets and refine its collection effort. When doing so, the two first steps of the intelligence cycle model are inverted, and the collection and processing of a very wide range of potentially relevant data drives targeting or requirements.
Technological progress in this domain has allowed decision-makers to expect more from One of the traditional problems of open source collection is that it is subject to disinformation and propaganda. To overcome this problem, one expert notes, 'intelligence collectors have to develop screening algorithms to sort out what might be valuable'. 48 The growth of fake news on the Internet, for example, has encouraged the development of new data analytics tools to extract information from online news articles in more reliable ways.
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Clustering and classification algorithms can be leveraged to isolate fake news from the legitimate ones. The challenge is to identify the features that distinguish fake from legitimate news. The reputation of a news source and the content of articles are sometimes difficult to identify and analyse, and commonly used algorithms have not incorporated these features yet. Human intervention is still needed to identify the discriminative features of fake news and adapt algorithms accordingly. This is the model followed by companies like Facebook, which use algorithms to identify possibly fake news stories, and share these stories with a group of factcheckers who assess their veracity and help identify fake news sites. The most obvious cases of fake news are down-ranked or even banished from Facebook feeds. 50 The use of big data implies a willingness and capability to conduct bulk collection, which from a strictly practical point of view risks overwhelming the intelligence process with too much data to process and analyse. This emphasizes the role of collection managers in devising plans that can focus their resources on key threats. 51 In sum, human judgment continues to determine intelligence collection. In this context, big data do not alter the nature of intelligence but 
Processing
The main contribution of big data to current intelligence practices is in the domain of processing and exploitation. Processing and exploitation turn raw data into usable information. A raw telecommunication intercept from a Russian target first needs to be processed from digital signals into symbols and text, and then translated (exploitation) to become usable information.
Computers store and process large amounts of diverse data collected from multiple sources. For instance, surveillance drones like the MQ-1 Predator as well as many other signals and measurement and signature intelligence sensors are all transmitted, processed and exploited at core sites of the US Army Distributed Common Ground System.
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In practice, modern collection platforms both collect and process data. The Taranis, a drone produced by the company BAE Systems flies to preselected areas where its sensors capture multiple types of data, allowing its processor to identify a threat, an insurgent for instance, based on target behaviour, and alert human operators. 53 This capability is central to the discipline of activity-based intelligence, which 'integrates data from multiple sources around the interactions of people, events and activities, in order to discover relevant patterns, determine and identify change, and characterize those patterns to drive collection'. 54 Beside specific threat actors, data analytics can also use pattern recognition to detect trends in multiple large datasets that could, for example, point to growing instability in a specific region of the world, therefore improving situational awareness. Both the US Department of Defense and the IARPA have invested in such capabilities. 55 The diversity of the big data streams creates a need for structure. Big data programs can automatically bring structure to the unstructured data found on websites for example, creating datasets that can 'talk' to each other, and allowing machines and humans to draw correlations across them. Natural language processing (NLP) is a field of computer science that is concerned with the ability of computers to automatically parse and process human languages. Documents released by Edward Snowden show how the NSA relies on data analytics to automatically transcribe audio conversations and make them searchable through key words. 56 Other NLP applications can be used to conduct sentiment analysis using social media feeds. An analysis of the sentiments expressed on Twitter in a specific region of the world can serve as an indicator for regime stability in specific countries, or even as a way to assess the impact of specific policies on target populations. 57 However, this sort of sentiment analysis is limited because not everyone uses Twitter or is able to tweet during a hurricane or a political upheaval. At the height of the Egyptian revolution of 2011, the government cut off nearly all access to the Internet and shut down mobile phone service, causing a '90 percent drop in data traffic to and from Egypt'. 58 Big data tools can process vast amounts of data, but the information drawn from these data is necessarily limited. Big data never is all the data.
Big data applications facilitate analysts' access to large amounts of data, sometimes generated in real-time, through visual means. One example is the software Geofeedia, and some of its equivalents used across the US intelligence community. Geofeedia is an intelligence platform that gives analysts access to social media content in real-time based on their location.
Geofeedia allows analysts to zoom on a city or neighbourhood within a specific timeframe, and get direct access to Twitter, Instagram and YouTube content posted by users located in that specific area. 59 This software relies on big data analytics to process vast amounts of diverse data and make them easily accessible to the analyst. It is up to the analyst to use and contextualize the outputs of this big data tool.
Analysis
Intelligence analysis is the 'thinking part' of the intelligence process. 60 Analysis can be defined as the application of knowledge, reasoning, and methods to transform raw data and information collected from multiple sources into informational outputs that are useful for decision-making.
These outputs take the form of descriptions, forecasts, and explanations. 61 Descriptions address the 'what is' of a phenomenon of interest and would answer a question such as 'What are Russia's strategic goals in Eastern Europe?' Forecasts are prospective; they address issues and trends in the future and would answer a question such as 'Given Russia's previous activity in Ukraine, will it conduct a conventional land invasion in the next decade?' Explanations delve into causal mechanisms driving relationships and trends. They answer 'why' questions, such as 'Why does Russia use a hybrid warfare strategy against Ukraine and NATO?' These three 59 Geofeedia, 'How it works', at https://geofeedia.com/products/how-it-works/; Conversation with a national security professional, 2016. 60 George, Roger Z., and James B. Bruce, eds. Analyzing Intelligence: National Security Practitioners' Perspectives. Georgetown University Press, 2014, p. 3. 61 The typology presented here is based on George and Bruce's judgments, forecasts, and insights.
outputs are nonexclusive; a forecast can incorporate an explanation of the causal forces leading to an event in the future.
Big data analytics generally focuses on correlations and, as such, is best used to help
answer who, what, where and when types of questions. 62 In his comprehensive study of the role of big data in strategic intelligence, Kevjn Lim concludes that big data can help analysts 'discern long-term development, generate intelligence hypotheses, and adduce refuting facts'. 63 The ability of data analytics software to process vast amounts of data makes them ideal to identify trends and items of interest in large datasets. Data analytics methods like anomaly detection association and link analysis can be used to anticipate threats, for example, to identify possible targets of radicalization. 64 Beside the identification of threats and targets, data mining programs can detect general patterns of behaviour among target populations and more specific patterns in near real time that point to threats or phenomena of interest. 65 Online trends can, for instance, serve as indicators of offline events. During the first two weeks of the 2011 Egyptian revolution, 'over 32,00 new groups and 14,000 new pages were created on Facebook in Egypt'. 66 Monitoring
Twitter traffic and content through big data tools can similarly help identify emerging events as they occur. 67 According to Andrew Hallman, the deputy director for digital innovation at the CIA, his agency was able to improve 'forecast to the point of being able to anticipate the development of social unrest and societal instability to within three to five days out'. 68 Overall, big data tools can help analysts describe, sometimes even identify, and forecast situations based on a wide array of data sources. When doing so, they facilitate the task of intelligence analysts but cannot replace them.
Data analytics can contribute to intelligence analysis but cannot substitute it because analysis is a human activity that requires judgment and contextualization. Data mining software such as those used in the NSA PRISM program sift through vast amounts of telecommunications metadata to identify patterns or correlations between different variables of interest, suggesting that a specific individual or group of individuals might be a threat. However, these software can only establish correlation. Human treatment of the subject remains necessary to assess the trends and red flags identified by automated computer systems, and seek a search warrant to refine the collection effort when deemed necessary. 69 The consumers of big data, in this case analysts, play an important role ensuring that the patterns emerging from data mining tools are relevant. To avoid seeing patterns where none actually exist, sociologists Patricia White and R. Saylor Breckenridge point out that 'it is crucial to begin asking questions about the analytic assumptions, methodological frameworks, and underlying biases embedded in the big data phenomenon'. 70 Analysts play a key role contextualizing the results of big data analytics processes and merging these results with small data or specific cases to produce an actionable, timely and comprehensive report. Data analytics tools help analysts process vast amounts of data to focus their effort on sense making rather than on processing raw data. 71 However, big data are only but one of the tools in the analyst's toolbox.
Dissemination
Big data tools can help disseminate intelligence from producers to consumers. Consumers could also use the product on their own, developing their situational awareness of constantly evolving threats on demand, and possibly without an analyst. 74 From this perspective, the appeal of big data visualization tools might not only augment, but also threaten the traditional role analysts have played in briefing intelligence to decision-makers.
Beside maps, visualization tools can facilitate human understanding of complex phenomena, showing recognizable patterns and trends in vast networks. 75 One of the most well researched applications of this capability is the visualization of terrorism data. 76 Here the results of big data analytics can show linkages between various terrorist organizations, subgroups within larger terrorist networks, and individuals who are at the centre of specific networks of militants.
Such capabilities can be used to understand and monitor the flow of information and individual connections within specific communities, providing warning or actionable intelligence that, when put into context, can help intelligence and security services to disrupt terrorist organizations.
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Counterintelligence and security
In a narrow sense counterintelligence and security aim to protect intelligence agencies against penetration by adversary services. A broader and more common understanding of counterintelligence and security encompasses defence against major threats to national security, including espionage, but also terrorism and transnational crime. One security application of big data analytics, specifically through NLP capabilities, is the identification of malicious domains and malicious codes (malware) in cyberspace. 78 Automated data analytics can be used as a part of broader systems to defend computer networks. In the field of cyber-security, network based intrusion detection systems monitor Internet traffic, looking for specific signatures or codes that deviate from the norm or have already been identified as malware. 79 Such systems help analysts spot advanced persistent threats and automatically block cyber attacks. Cyber attacks take place at the speed of light, and this raises interesting questions about the diminishing role of humans in national security decision-making. When network intrusion detection systems analyse vast amounts of data to automatically block cyber threats, big data analytics effectively replaces
humans. Yet big data capabilities are not a panacea and the inability of algorithms to take into account the broader context of an attack can make it hard for machines to detect social engineering scams on their own.
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Conclusion: big data are not always better
To date, security studies researchers have not explicitly defined or instituted a framework for assessing the big data phenomenon. To fill this gap in the literature, we explored the characteristics, technology and methods of big data and situated them in the context of national security. Our exploration of big data in traditional intelligence activities -requirements, collection, processing, analysis, dissemination, and counterintelligence and security -suggests that technological advances have allowed security professionals to collect and process larger and more diverse amounts of data, sometimes rapidly, so that they can be analysed and intelligence can be disseminated more effectively. These strengths, and the limitations of traditional intelligence disciplines like HUMINT, explain why big data tools have played an increasingly prominent role in national security processes.
However big data are not always better than humans. Beginning in the 1950s, scholars in the field of psychology discussed the validity of judgments made by professionals, such as doctors, versus the outputs of actuarial formulas, a class of algorithm based on pre-specified input from experts. For example, a clinical actuarial formula for diagnosing illness would take into account the types of patient symptoms (runny nose, but no headache) and weight each to make a judgment (diagnosis is allergies, not flu). A key figure in the debate, Paul Meehl, concluded that in some tasks algorithms are superior and in others human judgment is necessary.
To make this point Meehl used two examples. 81 He first asked readers to imagine they have a basket full of groceries at the checkout and asks what would be the best way to accurately total the bill? Would it be: 1) have the cash register add up the cost of the groceries or 2) let the cashier make an estimated guess? The first choice is the correct answer; the cash register's machine does a better job summing up the bill than the cashier's brain. In his a second example, Meehl invites his readers to predict whether a professor will see a specific movie today. The proposed algorithm 'employs factors such as the day of the week and the type of movie available to make its prediction. However, the prediction fails because the algorithm cannot consider the fact that the professor cannot leave the house because he has a broken leg, a condition that 83 The lesson is that when environments are predictable, such as inventorying prices in a grocery store, algorithms will almost always outperform human judgment. However, in unpredictable environments characterized by sudden, dramatic changes, automated analysis is likely to be wrong. 84 The security environment is characterized both by long-term trends, which are most visible at the strategic level, and sudden, dramatic changes causing surprises in the short term. In the latter situations experts -who can follow their intuition and think outside the boxare essential to take into account 'broken-leg' variables. Research in the field of forecasting reinforces this lesson and finds that human judgment combined with algorithms are significantly more accurate than algorithms or human judgment alone. 85 When used on their own machines and the deterministic algorithms they use 'strip out much of the context' in which humans interact and are 'oblivious to social clues or shades of agreement'. 86 Some important national security insights, such information on the intentions of foreign leaders, are not easily expressed through data. An important realization then is that big data cannot, nor should, replace the central role of humans, be they producers or consumers of intelligence, in national security decision-making. Big data applications are best used when they free humans 'to do what they do well -think, ask questions, and make judgments about complex situations'. 87 In the age of big data, as Cukier and Mayer-Schoenberger note, 'the most human traits will need to be fostered-creativity, intuition, and intellectual ambition-since human ingenuity is the source of progress'. 88 These human characteristics can help refine the intelligence process by taking into account unexpected variables like the 'broken leg', or even discard false positive errors. 89 The future of big data and national security lies in humans' ability to embrace the power and mitigate the limits of algorithms. Doing so requires a better understanding of the role big data is playing in core national security functions like intelligence. 
Data Analytics Method Objective
Anomaly detection
Identifying items, events, or observations that do not conform to an expected behaviour or pattern. The definition of anomaly varies from dataset to dataset resulting in a wide variety of algorithms designed to process different data types including time-series, stream, network, text, video, and imagery.
